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Hide secret information within
Innocuous carriers



y
‘/ Content

www.hidereveal.org

Introduction to steganography
org.steganography library principles

Hide & Reveal screenshots



¢

www.hidereveal.org

Steganography

ANVhat does not look ciphered has no meaning
for being decryptedo

I Anonymous

14/05/2010 Steganography made easy using Hide & Revea



y
‘/ Definition
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Science of Invisible communications

Consists In hiding messages so that any
unauthorized observer cannot guess a
secret information Is present
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Information exchange in a supervised
environment

Proof of ownership
Overcome cryptography legal limitations
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Uncompressed images (BMP, PNG)
Compressed images (JPEG)

Videos (MPEG, AVI)

Uncompressed sounds (WAV)
Compressed sounds (MP3)

Other formatted formats (HTML, XML)
é
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org.steganography
library

Open-source library written in Java, available at
www.hidereveal.org
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Extensive documentation (javadoc)
Many carriers and secret content types

Defines 3 dissimulation schemes :
Secret information modulation schemes
Carrier access rules schemes
Hiding schemes

Designed for reseachers

Customizable: interfaces, abstract
classes



